DEPARTMENT OF THE ARMY
Omaha District, Corps of Engineers
106 South 15th Street
Omaha, Nebraska 68102-1618

:NOTICE: Failure to acknowledge : Solicitation No. W9128F 04 R 0001

:all amendments may cause rejec-

:tion of the offer. See FAR : Date of Issue: 04 Dec 2003

:52.215-1 of Section 00100 : New Date of Receiving Proposals:
20 May 2004

Amendment No. 0003
05 March 2003

SUBJECT: Amendment No. 0003 to Request for Proposal Solicitation Package

for Design and Construction of Critical Project Security Program (CPSP),
Missouri River Projects; Fort Peck Dam, MT; Fort Randall Dam, SD; Oahe Dam,
SD and Garrison Dam, ND

Solicitation No. W9128F 04 R 0001.
TO: Prospective Offerors and Others Concerned
1. The specifications and drawings for subject project are hereby modified
as follows (revise all specification indices, attachment 1lists, and drawing

indices accordingly) .

a. Specifications. (Descriptive Changes.)

(1) Page 00010-1, delete date and time of bid opening shown and
substitute "20 May 2004" at "2:00 pm".

(2) SECTION 00100, PAGE 8, paragraph 12 (b), delete “Postponed
Indefinitely” for the Pre-Proposal Conference and Site Visits and substitute
the following:

“Pre-Proposal Conference @ Oahe Dam 30 March 2004
Site Visit @ Oahe Dam 31 March 2004
Site Visit @ Fort Randall Dam 01 April 2004
Site Visit @ Garrison Dam 06 April 2004
Site Visit @ Fort Peck Dam 08 April 2004 *
(3) Section 01338 Page 3 thru 5, delete paragraph 1.3 in its

entirely, including subparagraphs 1.3.1 thru 1.3.5.

(4) Section 02821A Page 4, delete paragraph 2.9 and substitute
the following:

“2.9 GATE OPERATOR

Operator shall be designed and manufactured for continuous duty. Operators
shall be capable of actuating individual gate panels up to 75 feet in length
and weighing up to 2,000 pounds with a drive rail draw force requirement of no
less than 500 pounds at a minimum speed of 1.4 feet per second. AC motor shall
be continuous duty rated, totally enclosed and fan cooled. Drive Mechanism
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motors shall be self-adjusting for wear compensation. Pump shall have full
roller bearing construction. Hydraulic motor shall withstand a sustained
pressure of 1750 psi, and continuous torque of 3350 pounds per inch. Entire
operator shall be UL 325, 4th edition and UL 991, 2nd edition, listed. Drive
rail shall be hot-dipped galvanized steel with integrated rack system. Gate
panel shall have a drive rail rigidly attached. The rack shall be fed through
the spring loaded, hydraulically driven gear, providing positive engagement.”

b. Specifications (Revised and Reissued) . Delete and substitute or
add specification pages as noted below. The substituted pages are revised and
reissued with this amendment.

Pages Deleted Pages Substituted or Added
00010-1 thru 00010-14 00010-1 thru 00010-6
Section 01001 SUMMARY OF WORK Section 01001 SUMMARY OF WORK

(Note: The attachments that directly follow this Section (01001) have been
deleted.) For convenience, on the revised specification pages, changes have
been identified by underlining of added text and strikeout of deleted text.
(A1l portions of reissued specification pages shall apply whether or not
changes thereon have been indicated.)

c. Specifications Deleted. The following specification sections are
hereby deleted from the contract specifications, and are no longer part of the
advertisement package.

Sections Deleted

Section 01003 ARCHITECTURAL BUILDING REQUIREMENTS

Section 08110 STEEL DOORS AND FRAMES

Section 08330G OVERHEAD ROLLING DOORS AND GRILLES (Garrison Project)
Section 08330P OVERHEAD ROLLING GRILLE (Fort Peck)

Section 08710G DOOR HARDWARE (Garrison Project)

Section 08710P DOOR HARDWARE (Fort Peck)

Section 08710R DOOR HARDWARE (Fort Randall)

Section 08810 GLASS AND GLAZING

Section 11025 FORCED ENTRY RESISTANT COMPONENTS

d. Drawings (Not Reissued). The following drawing sheets are revised
as indicated below with latest revision date of 05 March 2004. These drawings
are not reissued with this amendment.

(1) Fort Peck, Sheet E7.03, delete Details A, C, and E.

(2) Garrison Dam, Sheet E7.03, delete Details A, C, and E.

(3) Oahe Dam, Sheet E7.03, delete Details A and C.

(4) Fort Randall Dam, Sheet E7.03, delete Details A, C and E.

e. Drawings (Reissued). The following drawing sheets are revised with
latest revision date of 2-24-04, and reissued with this amendment.
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Fort Peck Dam -

Reissued

©CoNoOOhwWN =

Garrison Dam -

Sheet D1.01
Sheet D2.01
Sheet C1.01
Sheet C1.04
Sheet C8.01
Sheet C8.02
Sheet C8.03
Sheet C8.04
Sheet C8.06

. Sheet EU.01
. Sheet EU.04
. Sheet ES.01
. Sheet E3.01
. Sheet E3.03
. Sheet E5.01
. Sheet E5.02
. Sheet E5.03
. Sheet E5.08
. Sheet E7.03
. Sheet EP.01

Reissued

CoNOOORWN =

Sheet D2.01
Sheet C1.01
Sheet C1.04
Sheet C8.01
Sheet C8.02
Sheet C8.03
Sheet C8.04
Sheet C8.06
Sheet EU.02
Sheet EU.03

. Sheet EU.04
. Sheet ES.01
. Sheet E3.01
. Sheet E3.05
. Sheet E5.01
. Sheet E5.02
. Sheet E5.08
. Sheet E5.12
. Sheet EP.01

Fort Randall Dam - Reissued

Noobkhowbh=

Sheet D2.01
Sheet C1.01
Sheet C1.02
Sheet C8.01
Sheet C8.02
Sheet C8.03
Sheet C8.04
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8. Sheet C8.06
9. Sheet EU.02
10. Sheet ED.02
11. Sheet ES.01
12. Sheet ES.02
13. Sheet E3.01
14. Sheet E5.01
15. Sheet E5.02
16. Sheet E5.06
17. Sheet E5.13
18. Sheet E5.15

Oahe Dam - Reissued

Sheet D2.01
Sheet C1.01
Sheet C1.02
Sheet C8.01
Sheet C8.02
Sheet C8.03
Sheet C8.04
Sheet C8.06
Sheet EU.01
10. Sheet EU.02
11. Sheet ES.01
12. Sheet E3.01
13. Sheet E5.01

©COENO>ORAWON =

f. Drawings Deleted. The following drawings are hereby deleted from
the contract drawings, and are no longer part of the advertisement package.

Fort Peck Dam - Deleted

Sheet C1.02
Sheet C1.03
Sheet C8.05
Sheet A1.01
Sheet A1.02
Sheet A1.05
Sheet A6.01
Sheet EU.02
Sheet EU.03
10. Sheet ES.02
11. Sheet ES.03
12. Sheet E3.02
13. Sheet E3.04
14. Sheet E3.05
15. Sheet E5.04
16. Sheet E5.05
17. Sheet E5.06
18. Sheet E5.07
19. Sheet E7.01
20. Sheet E7.08

©CoNooOA~LON =
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Garrison Dam

Deleted

COENO>TRAWLN =

Fort Randall Dam -

Sheet C1.02
Sheet C1.03
Sheet C8.05
Sheet A1.01
Sheet A1.02
Sheet A1.03
Sheet A1.04
Sheet A1.05
Sheet A1.07

. Sheet A6.01

. Sheet EU.01
. Sheet EU.05
. Sheet E3.02
. Sheet E3.03
. Sheet E3.04
. Sheet E5.03
. Sheet E5.04
. Sheet E5.05
. Sheet E5.06
. Sheet E5.07
. Sheet E7.01

. Sheet E7.08

Deleted

N>R~ ®LN =

Sheet C8.05
Sheet C8.07
Sheet A1.01
Sheet A1.02
Sheet A1.03
Sheet A1.04
Sheet A1.05
Sheet A6.01
Sheet ED.O3

. Sheet ED.04
. Sheet E3.02
. Sheet E3.03
. Sheet E3.04
. Sheet E3.05
. Sheet E3.06
. Sheet E5.03
. Sheet E5.04
. Sheet E5.05
. Sheet E5.07
. Sheet E5.08
. Sheet E5.09
. Sheet E5.10
. Sheet E5.11

. Sheet E5.12
. Sheet E5.14
. Sheet E7.01

. Sheet E7.08
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Oahe Dam - Deleted

Sheet C8.05
Sheet E3.02
Sheet E3.05
Sheet E5.03
Sheet E5.05
Sheet E7.01
Sheet E7.08

oohwNdN =

2. This amendment is a part of the bidding papers and its receipt shall be
acknowledged on the Standard Form 1442. All other conditions and requirements
of the specifications remain unchanged. If the bids have been mailed prior to
receiving this amendment, you will notify the office where bids are opened, in
the specified manner, immediately of its receipt and of any changes in your bid
occasioned thereby.

a. Hand-Carried Bids shall be delivered to the U.S. Army Corps of
Engineers, Omaha District, Contracting Division (Room 301), 106 South 15th
Street, Omaha, Nebraska 68102-1618.

b. Mailed Bids shall be addressed as noted in Item 8 on Page 00010-1
of Standard Form 1442.

3. Bids will be received until 2:00 p.m., local time at place of bid
opening, 20 May 2004.

Attachments:
Spec Pages listed in 1.b. above
Dwgs. listed in 1l.e. above

U.S. Army Engineer District, Omaha
Corps of Engineers

106 South 15th Street

Omaha, Nebraska 68102-1618

05 March 2004
MFS/4411
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FORT PECK, MT (FP)

FP1.

BASIC - Design

POWERHOUSES and SWITCHYARDS

Complete the Fort Peck Powerhouses and Switchyards CPSP Security System 95%
Design and 100% Final Design. The Final Design will provide a complete functioning
and integrated security system for the Fort Peck Powerhouses and Switchyards that
includes: local operating security system hardware and software, system control
console, perimeter fence, vehicle resistant fence cabling, vehicle resistant gate, fence
sensors, gate access control, lighting, and low light CCTV PTZ camera assessment at
fence gate entrance. The design objective is to control and detect vehicular access to
powerhouses and switchyards. Provide lighting to the level needed to deter and
identify vehicles as they approach the main gate or control points. Design includes
site inspection assessments, design, construction cost estimate and construction
schedule. Includes all costs related to design for labor, travel, materials, reproduction
and mailing.

FP1. Total Basic:

OPTION - Construction

(The Government may elect to award OPTION after approval of the 100% Final Design.)

FP2.

POWERHOUSES and SWITCHYARDS

Construct and install the Fort Peck CPSP Security System at the Powerhouses and
Switchyards to provide a complete functioning and integrated security system that
includes: local operating security system hardware and software, system control
console, perimeter fence, vehicle resistant fence cabling, vehicle resistant gate, fence
sensors, gate access controls, lighting, and low light CCTV PTZ camera assessment at
fence gate entrance. This work also includes all training, testing and commissioning
of the complete Fort Peck CPSP Powerhouses and Switchyards security system.

FP2. Total Option:

FP1. + FP2. Total Basic plus Option:
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GARRISON, ND (GA)

GAL.

BASIC - Design

POWERHOUSE and SWITCHYARD

Complete the Garrison Powerhouse and Switchyard CPSP Security System 95%
Design and 100% Final Design. The Final Design will provide a complete functioning
and integrated security system for the Garrison Powerhouse and Switchyard that
includes: local operating security system hardware and software, system control
console, perimeter fence, vehicle resistant fence cabling, vehicle resistant gate, fence
sensors, gate access control, lighting, and low light CCTV PTZ camera assessment at
fence gate entrance. The design objective is to control and detect vehicular access to
the powerhouse and switchyard. Provide lighting to the level needed to deter and
identify vehicles as they approach the main gate or control points. Design includes
site inspection assessments, design, construction cost estimate and construction
schedule. Includes all costs related to design for labor, travel, materials, reproduction
and mailing.

GA1l. Total Basic:

OPTION - Construction

(The Government may elect to award OPTION after approval of the 100% Final Design.)

GA2.

POWERHOUSE and SWITCHYARD

Construct and install the Garrison CPSP Security System at the Powerhouse and
Switchyard to provide a complete functioning and integrated security system that
includes: local operating security system hardware and software, system control
console, perimeter fence, vehicle resistant fence cabling, vehicle resistant gate, fence
sensors, gate access controls, lighting, and low light CCTV PTZ camera assessment at
fence gate entrance. This work also includes all training, testing and commissioning
of the complete Garrison CPSP Powerhouse and Switchyard security system.

GA2. Total Option:

GA1l. + GA2. Total Basic plus Option:
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OAHE, SD (OA)

OALl.

BASIC - Design

POWERHOUSE and SWITCHYARD

Complete the Oahe Powerhouse and Switchyard CPSP Security System 95% Design
and 100% Final Design. The Final Design will provide a complete functioning and
integrated security system for the Oahe Powerhouse and Switchyard that includes:
local operating security system hardware and software, system control console,
perimeter fence, vehicle resistant fence cabling, vehicle resistant gate, fence sensors,
gate access control, lighting, and low light CCTV PTZ camera assessment at fence
gate entrance. The design objective is to control and detect vehicular access to the
powerhouse and switchyard. Provide lighting to the level needed to deter and identify
vehicles as they approach the main gate or control points. Design includes site
inspection assessments, design, construction cost estimate and construction schedule.
Includes all costs related to design for labor, travel, materials, reproduction and
mailing.

OA1l. Total Basic:

OPTION - Construction

(The Government may elect to award OPTION after approval of the 100% Final Design.)

OA2.

POWERHOUSE and SWITCHYARD

Construct and install the Oahe CPSP Security System at the Powerhouse and
Switchyard to provide a complete functioning and integrated security system that
includes: local operating security system hardware and software, system control
console, perimeter fence, vehicle resistant fence cabling, vehicle resistant gate, fence
sensors, gate access controls, lighting, and low light CCTV PTZ camera assessment at
fence gate entrance. This work also includes all training, testing and commissioning
of the complete Oahe CPSP Powerhouse and Switchyard security system.

OA2. Total Option:

OA1l. + OA2. Total Basic plus Option:
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FORT RANDALL, SD (RA)

BASIC - Design

POWERHOUSE and SWITCHYARD

Complete the Fort Randall Powerhouse and Switchyard CPSP Security System 95%
Design and 100% Final Design. The Final Design will provide a complete functioning
and integrated security system for the Fort Randall Powerhouse and Switchyard that
includes: local operating security system hardware and software, system control
console, perimeter fence, vehicle resistant fence cabling, vehicle resistant gate, fence
sensors, gate access control, lighting, and low light CCTV PTZ camera assessment at
fence gate entrance. The design objective is to control and detect vehicular access to
the powerhouse and switchyard. Provide lighting to the level needed to deter and
identify vehicles as they approach the main gate or control points. Design includes
site inspection assessments, design, construction cost estimate and construction
schedule. Includes all costs related to design for labor, travel, materials, reproduction
and mailing.

RA1. Total Basic:

OPTION - Construction

(The Government may elect to award OPTION after approval of the 100% Final Design.)

POWERHOUSE and SWITCHYARD

Construct and install the Fort Randall CPSP Security System at the Powerhouse and
Switchyard to provide a complete functioning and integrated security system that
includes: local operating security system hardware and software, system control
console, perimeter fence, vehicle resistant fence cabling, vehicle resistant gate, fence
sensors, gate access controls, lighting, and low light CCTV PTZ camera assessment at
fence gate entrance. This work also includes all training, testing and commissioning
of the complete Fort Randall CPSP Powerhouse and Switchyard security system.

RA2. Total Option:

RA1. +RA2. Total Basic plus Option:
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Protection Secutiy Project (CPSP) GR26

SECTI ON TABLE OF CONTENTS
DI VI SION 01 - CGENERAL REQUI REMENTS
SECTI ON 01001

SUMVARY OF WORK

FORT PECK PRQIECT SECURI TY | NSTALLATI ON CONTRACT CRI TERI A.

OVERALL PRQIECT REQUI REMENTS:

.1 Provi de New Separate Security Panel.

POVNERHOUSE:
.1 Aut omat ed Vehicl e Resistant "Crash Beant Gate on Main Entrance.
2 Repai r/ Upgr ade Exi sting Fence.
3 Peri meter Fence Detection (Fiber Optic Fence Sensor).
4 Upgr ade Existing Five (5) Caneras to Low Light CCTV PTZ Caneras.
5 Install a Tel ephonic Auto-Dialer in the Control Room

GARRI SON PRQJECT SECURI TY | NSTALLATI ON CONTRACT CRI TERI A.

OVERALL PRQIJECT REQUI REMENTS:

.1 Provi de New Separate Security Panel.

PONERHCOUSE

.1 Vehicl e Resistant "Crash Beanl Gate on Main Entrance.

Peri meter Fence.

2
.3 Peri meter Fence Detection (Fiber Optic Fence Sensor).
4

Six (6) Low Light CCTV PTZ Caner as.

.5 Install a Tel ephone Auto-Dialer for Notification of Local Law

Enf or cenent .
OAHE PRQIECT SECURI TY | NSTALLATI ON CONTRACT CRI TERI A.

Overall Project Requirenents:

.1 Provi de New Separate Security Panel.

PONERHCOUSE

.1 Aut omat ed Vehicl e Resistant "Crash Beani Gate on Main Entrance.

2 Upgrade PH Perineter Fence.

3 Five (5) Low Light CCTV PTZ Caner as.

4 | mprove Shale Drain Bldg. Access Gate.

5 Install a Tel ephone Auto-Dialer in Control Room

FORT RANDALL PROJECT SECURI TY | NSTALLATI ON CONTRACT CRI TERI A.

Overall Project Requirenents:

.1 Provi de New Separate Security Panel.

POVNERHOUSE:
.1 Aut omat ed Vehicl e Resistant "Crash Beant Gate on Main Entrance.
2 Repai r/ Upgr ade Exi sting Fence.

3 Peri meter Fence Detection (Fiber Optic Fence Sensor).

4 Upgr ade Existing Cameras to Low Light PTZ Caneras.

5 Security Wirkstation in Control Room

6 Install Tel ephonic Auto-Dialer

7 Not Used

-- BEnd of Section Table of Contents --

SECTI ON 01001 Page 1
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Critical Protection Secutiy Project (CPSP) GR26

SECTI ON 01001

SUMVARY OF WORK

Attachnments: Fort Peck Instrunentation Inventory and Fi gures
Garrison Instrunentation Inventory and Fi gures

OGahe Instrumentation I nventory and Fi gures

Fort Randall Instrumentation Inventory and Figures

PART 1 FORT PECK PRQIECT SECURI TY | NSTALLATI ON CONTRACT CRI TERI A.

Security upgrades to existing systens and additions, incorporating

i ncreased detection and delay features. Provides deterrence of

unsophi sticated adversari es and support of armed guards at hei ghtened Force
Protection levels. Al new equipnent shall neet with El ectronic Security
Center's (ESC) specifications for the CPSP Program

1.1 OVERALL PRQIECT REQUI REMENTS

1.1.1 Provi de New Separate Security Panel
New panel (full systemnean if nore than on panel is require provide what
is need) shall separate security detection systemfromfire detection
system fromthe current Notifier panels. New security panels shall form
an integrated security detection systemw th al arm assessnent provided by
closed circuit television caneras (CCTV's) with a view of the alarm ng
area. Wen a security alarmoccurs, the systemshall automatically bring
up the CCTV with the view of the alarnmed area. The new security system
shal | have provisions to support a future centralized reporting center
(remote fromsite). These provisions shall include all security alarm
nmoni toring and control functions along with all video and CCTV controls
precisely as they are for the on-site nmonitoring center. The system shal
be provided with an operator control/nonitoring console which shall consist
of two 19" nonitors, one keyboard, one mpuse/pointer device, and one CCTV
controller for selecting CCTVs and controlling pan-tilt-zoomfunctions.
This console shall be located in the Control Room The other panels
required for the security systens should be |ocated in or near the existing
Conput er Room The system shall provide not |ess than 7 days online digita
storage for all cameras including camera nunber, |ocate, date, and tine

st anpi ng.

SECTI ON 01001 Page 2
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Critical Protection Secutiy Project (CPSP) GR26

1.2.1 Aut omat ed Vehicle Resistant "Crash Beant Gate on Main Entrance.
1. Install new vehicle resistant "crash beani gate |ocated per plan
2. Provide Access/Control reader inside/outside gate.
3. Provide 2 caneras, lights, phone/intercomat nain gate.
4. Provide new Cantilever slide gate with El ectro-Mechani cal | ock

1.2.2 Repai r/ Upgr ade Exi sting Fence.

Rel ocat e East gate approxi mately 70" North.

See PH sketch for perineter requirenents.

Al fence repl aced/retensioned, bottomrails, etc., to neet FE
sensor requirenents.

Provi de doubl e cable barrier systemwhere indicated on sketch
Extend fence/ gate out past Tunnel #4.

Perimeter security lighting required. Consider relocation of
roadway lights for fence lighting. Meet FC levels with uniformty
requi renent.

ORI WNE

1.2.3 Peri meter Fence Detection (Fiber Optic Fence Sensor).
Install CCTV assessnent and additional |ighting.

1.2.4 Upgrade Existing Five (5) Caneras to Low Light CCTV PTZ Caneras.
1. Replace all existing cameras with new pan-tilt-zoom (PTZ) caneras
in accordance with ESC specifications.
2. Add new caneras as required for 100% coverage of the perinmeter

fence.
3. Design to confirmexact nunber and | ocation for PTZ cameras.
4. Include digital storage for all caneras.

SECTI ON 01001 Page 3
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Critical Protection Secutiy Project (CPSP) GR26

| | A . . .

1.2.5 Install a Tel ephonic Auto-Dialer in the Control Room

Aut o-di al er shall connect the alarmnonitor to [ocal |aw enforcenent
offices to initiate if operator fails to respond to a security alarm
condition within a specified time frane.

SECTI ON 01001 Page 4
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Critical Protection Secutiy Project (CPSP) GR26
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Critical Protection Secutiy Project (CPSP) GR26
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Critical Protection Secutiy Project (CPSP) GR26

PART 2 GARRI SON PRQJECT SECURI TY | NSTALLATI ON CONTRACT CRI TERI A.

Security upgrades to existing systens and additions, incorporating

i ncreased detection and delay features. Provides deterrence of

unsophi sticated adversari es and support of armed guards at hei ghtened Force
Protection levels. Al new equipnent shall neet with El ectronic Security
Center's (ESC) specifications for the CPSP Program

2.1 OVERALL PRQIECT REQUI REMENTS

2.1.1 Provi de New Separate Security Panel
New panel (full systemnean if nore than on panel is require provide what
is need) shall separate security detection systemfromfire detection
system which exists in the current Notifier panels. New security panels
shall forman integrated security detection systemw th al arm assessnent
provided by CCTV's with a view of the alarm ng area. Wen a security alarm
occurs, the systemshall automatically bring up the CCTV with the view of
the al armed area. The new security system shall have provisions to support
a future centralized reporting center (renote fromsite). These provisions
shall include all security alarmmonitoring and control functions al ong
with all video and CCTV controls precisely as they are for the on-site
nmoni toring center. The system shall be provided with an operator
control /monitoring console which shall consist of two 19" nonitors, one
keyboard, one nouse/pointer device, and one CCTV controller for selecting
CCTVs and controlling pan-tilt-zoom functions. This console shall be
| ocated in the Control Room The other panels required for the security
systenms should be located in or near the existing Computer Room The system
shal | provide not less than 7 days online digital storage for all caneras
i ncl udi ng camera nunber, |ocate, date, and timnme stanping.

SECTI ON 01001 Page 7
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Critical Protection Secutiy Project (CPSP) GR26

2.2 PONERHCOUSE

2.2.1 Vehicl e Resistant "Crash Beant Gate on Miain Entrance.
New cantilever slide gate with el ectro-Mechani cal |ock, and a vehicle
resi stant crash beam gate, |ocation per powerhouse sketch

2.2.2 Peri neter Fence.
New FE 6 Fence, approxi mately 3500
New FE 6 Fence with vehicle resistant double cable (2%'), approximtely
9000' .

2.2.3 Peri meter Fence Detection (Fiber Optic Fence Sensor).
Install CCTV assessnent and additional |ighting.

2.2. 4 Six (6) Low Light CCTV PTZ Caner as.
6 exterior dome PTZ caneras, which include the replacenent and/or
rel ocation of 5 existing project PTZ caneras. Design to confirm exact
nunber and | ocation for PTZ caneras.

SECTI ON 01001 Page 8
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Critical Protection Secutiy Project (CPSP) GR26

2.2.5 Install a Tel ephone Auto-Dialer for Notification of Local Law
Enf or cenent .
Tel ephone Aut o-Di al er.

SECTI ON 01001 Page 9
Am #0003



Critical Protection Secutiy Project (CPSP) GR26
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Critical Protection Secutiy Project (CPSP) GR26
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Critical Protection Secutiy Project (CPSP) GR26

SECTI ON 01001 Page 12
Am #0003



Critical Protection Secutiy Project (CPSP) GR26

PART 3 QAHE PRQIECT SECURI TY | NSTALLATI ON CONTRACT CRI TERI A

Security upgrades to existing systens and additions, incorporating

i ncreased detection and delay features. Provides deterrence of

unsophi sticated adversari es and support of armed guards at hei ghtened Force
Protection levels. Al new equipnent shall neet with El ectronic Security
Center's (ESC) specifications for the CPSP Program

3.1 Overall Project Requirenents:

3.1.1 Provi de New Separate Security Panel
New panel (full systemnean if nore than on panel is require provide what
is need) shall separate security detection systemfromfire detection
system which exists in the current Notifier panels. New security panels
shall forman integrated security detection systemw th al arm assessnent
provided by CCTV's with a view of the alarm ng area. Wen a security alarm
occurs, the systemshall automatically bring up the CCTV with the view of
the al armed area. The new security system shall have provisions to support
a future centralized reporting center (renote fromsite). These provisions
shall include all security alarmmonitoring and control functions al ong
with all video and CCTV controls precisely as they are for the on-site
nmoni toring center. The system shall be provided with an operator
control /monitoring console which shall consist of two 19" nonitors, one
keyboard, one nouse/pointer device, and one CCTV controller for selecting
CCTVs and controlling pan-tilt-zoom functions. This console shall be
| ocated in the Control Room The other panels required for the security
systenms should be located in or near the existing Computer Room The system
shal | provide not less than 7 days online digital storage for all caneras
i ncl udi ng camera nunber, |ocate, date, and timnme stanping.

3.2 PONERHCOUSE

3.2.1 Aut omat ed Vehicle Resistant "Crash Beant Gate on Main Entrance.
Located at West Gate per sketch. Relocate fence and new cantil ever
slidegate along with crash beam gate approx. 30" East. Install proximty
card reader both inside and outside the gate accessible fromthe driver's
si de.

Install CCTV nobunted so as to view the driver as he approaches the gate
fromthe outside. Provide additional lighting so that driver's facia
features are easily visible from CCTV' s nonitor

3.2.2 Upgrade PH Perineter Fence.

1. Revise fence line per sketch

2. Upgrade existing fencing around PH and switchyard to nmeet FE 6.

3. Install vehicle resistance doubl e cable according to sketch

4. Install new fiber optic fence sensor cabling on powerhouse
perimeter fence.

5. For the switchyard fence, only the fence that is closest to the PH
wi || have vehicle resistance double cable and fiber optic fence sensor
cabling. See Powerhouse sketch

6. Existing fence shall have fabric tighten as necessary for proper

application of the new fiber optic fence sensor cabling.

7. No fiber optic fence sensor cabling on the exterior fencing for the
swi t chyard.

8. Make revisions to fence on East side of PH near tailrace deck.

9. Al new sensored fencing shall have top wire and a bottomrail, as

SECTI ON 01001 Page 13
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Critical Protection Secutiy Project (CPSP) GR26

a mnimum

10. Existing fencing with top rails shall be upgraded with bottom
rails, outriggers, etc., as long as existing fence neets all other
security requirenents.

11. Renopve existing center vehicle gate on North PH fence. See sketch.

3.2.3 Five (5) Low Light CCTV PTZ Caner as.

1. Replacenment existing CCTV canmeras with new exterior dome PTZ CCTV
caneras. Contractor shall confirm exact nunber and location for PTZ
caneras and shall adjust nunber and | ocation for 100% coverage of the
perimeter fence line.

2. Contractor shall add new lights as necessary for proper

illum nation of the perimeter fence line to provide 100% CCTV cover age.

3.2. 4 | mprove Shale Drain Bldg. Access Gate.

Install "speed bump" under fence gate at Shale Drain Bldg. to prevent
crawl i ng under gate.

3.2.5 Install a Tel ephone Auto-Dialer in Control Room
Aut o-di al er shall connect the alarmnonitor to | ocal |aw enforcenent
offices to initiate if operator fails to respond to a security alarm
condition within a specified time frane.
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PART 4 FORT RANDALL PROJECT SECURI TY | NSTALLATI ON CONTRACT CRI TERI A.

Security upgrades to existing systens and additions, incorporating

i ncreased detection and delay features. Provides deterrence of

unsophi sticated adversari es and support of armed guards at hei ghtened Force
Protection levels. Al new equipnent shall neet with El ectronic Security
Center's (ESC) specifications for the CPSP Program

.1 Overall Project Requirenents:

.11 Provi de New Separate Security Panel

New panel shall separate security detection systemfromfire detection
system which exists in the current Notifier panels. New security panels
shall forman integrated security detection systemw th al arm assessnent
provided by CCTV's with a view of the alarm ng area. Wen a security alarm
occurs, the systemshall automatically bring up the CCTV with the view of
the al armed area. The new security system shall have provisions to support
a future centralized reporting center (renote fromsite). These provisions
shall include all security alarmmonitoring and control functions al ong
with all video and CCTV controls precisely as they are for the on-site
nmonitoring center. The system shall be provided with an operator

control /nmonitoring console which shall consist of two 19" nonitors, one
keyboard, one nouse/pointer device, and one CCTV controller for selecting
CCTVs and controlling pan-tilt-zoom functions. This console shall be

| ocated in the Control Room The other panels required for the security
systenms should be located in or near the existing Computer Room The system
shal | provide not less than 7 days online digital storage for all caneras

i ncl udi ng camera nunber, |ocate, date, and timnme stanping.

.2 PONERHCOUSE

2.1 Aut omat ed Vehicl e Resistant "Crash Beani Gate on Main Entrance.

4.

Install new vehicle resistant crash beamgate on the interior of the
exi sting automatic gate.

Provide entry control system (eg. Pedestal-interactive voice and video
conmuni cation with proximty type card reader outside fence at existing
automatic gate).

2.2 Repai r/ Upgr ade Exi sting Fence.

1. Al fence repaired/ upgraded, bottomrails, etc., to nmeet FE 6
sensored requirenents.

2. Correct clearance under fence to conply with standards.

3. Add perineter fence extension with gates as shown on sketch

4. Install perineter lighting to meet CCTV FC levels with uniformty
requi renents.

5. Fence inmprovenents shall be made to establish a contiguous vehicle
barrier system around the powerhouse.

6. Install |adder access closure barriers for four |ocations; two at
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flood tunnel stilling basin and two al ong outl et works west wall.

4.2.3 Peri meter Fence Detection (Fiber Optic Fence Sensor).
Treat gates as separate sensor zones. Bi-Static mcrowave placed inside
exi sting automatic gate.

4.2.4 Upgr ade Existing Canmeras to Low Light PTZ Caneras.

Repl ace all existing caneras with new PTZ CCTV caneras.

Add new caneras as required for 100% coverage of the perinmeter fence.
Del i verabl e to confirm exact nunber and location for PTZ caneras.
Include digital storage for all caneras.

4.2.5 Security Wirkstation in Control Room
Provi de system workstation approximately 3" by 5 for nonitoring and
control as coordinated with project within the Control Room

4.2.6 Install Tel ephonic Auto-Dialer
Aut o-di al er shall be in the Control Room connecting the alarmmonitor to
| ocal |aw enforcenment offices to initiate if operator fails to respond to a
security alarmcondition within a specified time frane.

4.2. 7 Not Used
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-- End of Section --
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